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CLAIMS 

1. A metmd of enabling user interaction with computer software running in a 

computer system vias 

5 an interface surface containing information relating to the computer software 

and including coded data >pdicative of a signature field relating to the computer 
software; and 

a sensing device whicni when placed in an operative position relative to the 
interface surface, senses indicating data indicative of the signature field and generates 
1 0 movement data indicative of the sensing device's movement; 

the method including the step^ of, in the computer system: 

(a) receiving the indicating data frfem the sensing device; 

(b) receiving the movement data from the sensing device; 

(c) identifying the signature field on \he basis of the indicating data; and 

1 5 (d) operating the computer software kt least partly in reliance on the movement 
data, and in accordance with instructions associated with the signature field. 
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2. A method according to claim 1 

movement data represents a handwritten sig|iature 



3. A method according to claim 2, inj 



including the step of verifying that the 
of the user. 



luding the step of identifying the user. 
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4. A method according to claim 3, /vherein the step of identifying the user includes 
using the movement data. 

5. A method according to claim 3, further including the step of receiving, in the 
computer system, data indicative of the identity of the user. 
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6. A method according to claim 3, further including the step of receiving, in the 
computer system, data ^om storage means of the sensing device, the data being 
indicative of the identity o^fhc user. 

7. A method according to any one of claims 1 to 6, including the step of 
generating, in the computer lystem and using a signature key of the user, a digital 
signature of digital content relalbd to the computer software. 



10 8. A method according to claim 7, fiirther including the steps of generating a fixed 

length hash based on the digital content and encrypting the hash in accordance with the 



signature key after the signature 
signature. 



has been verified, thereby generating the digital 



15 9. A method according to c^aim 8, wherein the digital content is provided by the 

user. 
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10. A method according id claim 9, wherein the digital content is based on data 
input by the user via the sensing device and interface surface. 

11. A method according /to claim 7, further including the step of associating, in the 
computer system, the digital signature with the signature field. 



12. A method according to any one of claims 1 to 6, including the step of sending, 
25 in the computer system, d^ta to the computer software indicative of at least the signature 
field. 



13. A method according to any one of claims 1 to 6, wherein the signature field is 
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associated with a visible si^ature zone defined on the interface surface. 



14. A method according to any one of claims 1 to 6, wherein the sensing device 
includes at least one acceleration measuring device for measuring acceleration of the 
sensing device as it is used tolsign the signature onto the surface, the movement data 
being generated by periodicalMsampling the acceleration of the sensing device as it is 
used to sign the signature onto th^ surface. 



15. A method according toi claim 14, further including the step of generating 
movement data in the form of a lotus of the sensing device in relation to the surface, the 
locus being determined by ascertai^ng relative displacement of the sensing device. 

16. A method according to cla^ 15, wherein the relative displacement is obtained 
by doubly integrating the acceleration with respect to time. 



17. A method according to claim 15 or 16, wherein the acceleration measuring 
device includes one or more acceferometers configured to measure at least two 
orthogonal components of acceleration! 
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sense position elements as it is used to 
step of generating the movement dat; 
sensing means over time with respect to 



18. A method according to any one of claims 1 to 6, wherein position elements are 
disposed on the interface surface, the sensing device being configured to periodically 

< Iraw onto the surface, the method including the 
by ascertaining relative displacement of the 
hi least one of the position elements. 



19. 



A method according to claim 



8, wherein the position elements are disposed on 



the surface as a regular array of dots, lines or other formations. 
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20. A method accorqjng to claim 18, wherein the position elements are disposed on 
the surface stochastically. 



21. A method according to any one of claims 1 to 6, wherein the movement data is 
5 generated by ascertaining relarive rotation of one or more motion sensing elements 

rotatably mounted to the sensing device for contact with the surface while the sensing 
device is used to sign the signature thereon. 

22. A method according to claim 21, wherein the motion sensing elements include 
1 0 one or more roUerballs mounted tfor rotation within a constraining housing disposed 

substantially within the sensing device. 



23. 



A method according to 



claim 22, wherein components of rotation of the 
sensing device when signing the signature onto the 



rollerball, due to movement of the 
1 5 surface, are periodically measured 



24. A method according to daim 23, wherein the components of rotation of the 
rollerball due to movement of the sensing device by the user when signing the signature 
onto the surface are measured by means of: 

20 rollers disposed within ttie constraining housing for rotation, the rollers being 

configured to be driven by contad: with the rotating rollerball; or 

optical sensing of rotation of the rollerball with respect to the constraining 

housing. 



25 25. A method accordihg to any one of claims 1 to 6, wherein the coded data 
includes at least one tag, each tag being indicative of the signature field. 



26. 



A method according to claim 25, wherein the tags are also indicative of points 



NPX014US 



76 



within the signatuba field. 



27. A method accordiiwto claim 26, wherein each of the tags includes: 
first identity data definmg a relative position of that tag; and 

5 second identity data identiWing the signature field. 

28. A method according to claim \j7, wherein the relative position is defined in 
relation to the signature field. 

10 29. A method according to claim 27, ^(herein the relative position is defined in 
relation to a plurality of the other tags. 



30. A method according to claim 27, whi 
relation to the interface surface. 



15 



ein the relative position is defined in 



31. A method according to claim 27, wherein the first identity data identifies stored 
information defining the relative position, the stored information not being stored on the 
interface surface. 



20 32. A method according to claim 31, wherein the first identity data and the second 
identity data together identify stored information defining the relative position. 



33. A system for enabling user interaction with computer software running in a 
computer system, the system including: 

25 an interface surface containifig information relating to the computer software 

and including coded data indicati/e of a signature field relating to the computer 
software; and 
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a sensing device whi^, when placed in an operative position relative to the 
interface surface, senses indicating data indicative of the signature field and generates 
movement data indicative of the sensmg device's movement; 

the system being configured toMn the computer system: 

(a) receive the indicating data firom me sensing device; 

(b) receive the movement data from thfe sensing device; 

(c) identify the signature field on the basis of the indicating data; and 

(d) operate the computer software at leasi partly in reliance on the movement data, 
and in accordance with instructions associated with the signature field. 



34. 



A system according to claim 33, wherein the computer system is configured to 



verify that the movement data represents a handw^tten signature of the user. 

35. A system according to claim 34, wherein [the computer system is configured to 
1 5 identify the user. 

36. A system according to claim 35, wherein/ the computer system is configured to 
identify the user by using the movement data. 

20 37. A system according to claim 35, wher^n the computer system is configured to 
receive data indicative of the identity of the usei^ 

38. A system according to claim 35, wKerein the computer system is configured to 
receive data from storage means of the sensing device, the data being indicative of the 
25 identity of the user. 



39. A system according to anyyone of claims 33 to 28, wherein the computer system 
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is configured to use a signath^ key of the user to generate a digital signature of digital 
content related to the computer sOttware. 

40. A system according to claim 3^ wherein the computer system is configured to 
5 generate a fixed length hash based on tWe digital content and to encrypt the hash in 

accordance with the signature key after tlje signature has been verified, thereby to 
generate the digital signature. 

41 . A system according to claim 39 or 40, v^erein the digital content is provided by 
1 0 the user. 



42. A system according to claim 41, whereimthe digital content is based on data 
input by the user via the sensing device and interfac^ surface. 

15 43. A system according to claim 39, wherein tHe computer system is configured to 
associate the digital signature with the signature field 

44. A system according to any one of claims 33 to 38, wherein the computer system 
is configured to send data to the computer softwarq indicative of at least the signature 
20 field. 



45. A system according to any one of claims 33 to 38, wherein the signature field is 
associated with a visible signature zone defined on the interface surface. 



25 46. A system according to any one of cla^ims 33 to 38, wherein the sensing device 
includes at least one acceleration measuring device for measuring acceleration of the 
sensing device as it is used to sign the si^iature onto the surface, the movement data 
being generated by periodically sampling the acceleration of the sensing device as it is 
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used to sign the signatii^e onto the surface. 

47. A system according^ to claim 45, further including the step of generating 
movement data in the fomi of A locus of the sensing means in relation to the surface, the 

5 locus being determined by ascertJiining relative displacement of the sensing device. 

48. A method according to claim 47, wherein the relative displacement is obtained 
by doubly integrating the acceleration \ith respect to time. 

10 49. A system according to claim 47i wherein the acceleration measuring device 
includes one or more accelerometers con^gured to measure at least two orthogonal 
components of acceleration. 
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50. A system according to any one of c 
are disposed on the interface surface, the sen; 



laims 33 to 38, wherein position elements 
ing device being configured to periodically 



sense position elements as it is used to sign tne signature onto the surface, the movement 
data being generated by ascertaining relative displacement of the sensing means over 
time with respect to at least one of the positipn elements. 

20 51. A system according to claim 50, ^v^herein the position elements are disposed on 
the surface as a regular array of dots, lines or other formations. 
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52. A system according to claim ^0, wherein the position elements are disposed on 
the surface stochastically. 



53. 



is generated by ascertaining relative rr 
rotatably moimted to the sensing dev: 



A system according to any o le of claims 33 to 38, wherein the movement data 



ovement of one or more motion sensing elements 
ce for contact with the surface while the sensing 
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device is used to sign the ^taiature thereon. 

54. A system according to claim 53, wherein the motion sensing elements include 
one or more roUerballs mounted\for rotation within a constraining housing disposed 
5 substantially within the sensing dewce. 
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55. A system according to claun 54, wherein components of rotation of the 
roUerball, due to movement of the sending device when signing the signature onto the 
surface, are periodically measured. 

56. A system according to claim 5L wherein the components of rotation of the 
rollerball due to movement of the sensing device by the user when signing the signature 
onto the surface are measured by means o: 

rollers disposed within the constraining housing for rotation, the rollers being 
1 5 configured to be driven by contact with tne rotating rollerball; or 

optical sensing of rotation of jxhe rollerball with respect to the constraining 

housing. 



57. A system according to any one of claims 33 to 38, wherein the coded data 
20 includes at least one tag, each tag being indicative of the signature field. 

58. A system according to clai^ 57, wherein the tags are also indicative of points 
v^thin the signature field. 



25 59. A system according to claim 58, wherein each of the tags includes: 
first identity data defining a relative position of that tag; and 
second identity data identifying the signature field. 
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60. A system accoming to claim 59, wherein the relative position is defined in 
relation to the signature fief 

5 61. A system according to^claim 59, wherein the relative position is defined in 
relation to a plurality of the other n^gs. 



62. A system according to clai^ 59, wherein the relative position is defined in 
relation to the interface surface. 
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63. A system according to claim 59\ wherein the first identity data identifies stored 
information defining the relative position,\the stored information not being stored on the 
interface surface. 



15 64. A system according to claim 61, 

identity data together identify stored information 



lerein the first identity data and the second 
defining the relative position. 
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65. A system for enabling user intera<|tion v^th computer software running in a 
computer system, the system including: 

an interface surface containing information relating to the computer software 



and including coded data indicative of a 
software; 



the system being configured to, in 



signature field relating to the computer 



le computer system: 



(a) receive indicating data from a sensing device, the indicating data being 
indicative of the signature field, wherein th| sensing device, when placed in an operative 
position relative to the interface surface! senses the indicating data and generates 
movement data indicative of the sensing [device's movement relative to the interface 
surface; 
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(b) receive the^ovement data from the sensing device; 

(c) identify the si^i^ature field on the basis of the indicating data; and 

(d) operate the compiJter software at least partly in reliance on the movement data, 
and in accordance with instructions associated with the signature field. 

5 

66. A system according to cla^ 65, wherein the computer system is configured to 
verify that the movement data represents a handwritten signature of the user. 

67. A system according to claim &6, wherein the computer system is configured to 
1 0 identify the user by using the movement ^ata, 

68. A system according to claim 65, Wherein the computer system is configured to 
receive data indicative of the identity of theluser. 



1 5 69. A system according to claim 65, wherein the computer system is configured to 
receive data from storage means of the sending device, the data being indicative of the 
identity of the user. 

70. A system according to any one of daims 65 to 69, wherein the computer system 
20 is configured to use a signature key of the fjser to generate a digital signature of digital 
content related to the computer software. 
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71. A system according to claim 701 wherein the computer system is configured to 
associate the digital signature with the signature field. 

72. A system according to any one of claims 65 to 67, wherein the signature field is 
associated with a visible signature zone defined on the interface surface. 
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73. A system acb^rding to any one of claims 65 to 67, wherein the sensing device 
includes at least one acceleration measuring device for measuring acceleration of the 
sensing device as it is useovto sign the signature onto the surface, the movement data 
being generated by periodically sampling the acceleration of the sensing device as it is 
used to sign the signature onto tnfe surface. 
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74. A system according to clainry73, wherein the relative displacement is obtained 
by doubly integrating the acceleration ^^th respect to time. 

75. A system according to claim 7B, wherein the acceleration measuring device 
includes one or more accelerometers configured to measure at least two orthogonal 
components of acceleration. 



15 76. A system according to any one of 
are disposed on the interface surface, the 
sense position elements as it is used to sign 
data being generated in the form of a locus < 
by ascertaining relative displacement of the 

20 the position elements. 



claims 65 to 67, wherein position elements 
sensing device being configured to periodically 
:he signature onto the surface, the movement 
f the sensing means in relation to the surface 
sensing means with respect to at least one of 



77. A system according to any one of claims 65 to 67, wherein the movement data 
is generated by ascertaining relative movement of one or more motion sensing elements 
rotatably mounted to the sensing device /for contact with the surface while the sensing 
25 device is used to sign the signature thereon. 



78. A system according to any one/of claims 65 to 67, wherein the coded data includes at 
least one tag, each tag being indicative of the signature field. 
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79. A system accordmg to claim 75, wherein the tags are also indicative of points within 
the signature field. \ 

80. A system according toVlaim 75, wherein each of the tags includes: 
first identity data definiim a relative position of that tag; and 
second identity data identifying the signature field. 



81. A system according to claim 80, wherein the relative position is defined in relation to 
the signature field, a plurality of theiother tags, or the interface surface. 
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